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�� Workshop Sessions



Time: 3:00 UTC - 4:30 UTC

Objective: This first session invites participants to explore the regional ICT and digital rights 
landscape, develop an understanding of key frameworks and structures, and examine the powers 
and processes that create them. It will also help participants to identify the structures of 
governance and regulation, as well as recognise the opportunities and challenges that arise across 
different sectors and countries in Southeast Asia as a result of these regulations. 

Session plan:

The session will aim to cover questions such as:

What are the national and international structures that shape ICT policy and digital rights 
(standards, treaties, laws, policies)?;
What have been the kinds of laws passed in Southeast Asia in relation to ICTs?
Who are the key stakeholders in ICT governance? What roles do they play in decision 
making?
What has been the impact of ICT policies in Southeast Asia on human rights? 
What is a rights-based approach to ICT policy-making? Why is it important?

*Reading materials are hyperlinked, please click the text to access

Day 1 Session 1:
Introduction to ICT
landscape and frameworks

Reading Materials:



The APC ICT Policy Handbook
GISWatch - WSIS+20: Reimagining Horizons of dignity, equity and justice for our digital 
future
Introduction to digital rights - South and Southeast Asia
Freedom on the Net 2025 - An Uncertain Future for the Global Internet
United Nations resolutions, decisions and reports on human rights and technology
Human rights impacts of new technologies on civic space in South-East Asia

�� Presentation Slide

https://www.apc.org/sites/default/files/APCHandbookWeb_EN_0.pdf
https://www.giswatch.org/2024-special-edition-wsis20-reimagining-horizons-dignity-equity-and-justice-our-digital-future
https://www.giswatch.org/2024-special-edition-wsis20-reimagining-horizons-dignity-equity-and-justice-our-digital-future
https://www.mediadefence.org/resource-hub/introduction-to-digital-rights-south-and-southeast-asia/
https://freedomhouse.org/report/freedom-net/2025/uncertain-future-global-internet
https://www.humanrights.dk/files/media/document/Overview of UN resolutions on HR and Tech (List compiled by the Danish Insititute for Human Rights).pdf
https://bangkok.ohchr.org/reports/human-rights-impacts-new-technologies-civic-space-south-east-asia
https://drive.google.com/file/d/1ldv6A0Ss_COeczYFKa2xQuezti2XNGGg/view?usp=drive_link


Time: 5:00 UTC - 6:30 UTC

Objective: The focus of this session is to develop participants’ understanding of meaningful 
access and the regulatory frameworks that enable Internet connectivity. It will also invite 
participants to examine the digital divide, its effects on marginalised groups, and policies and 
initiatives designed to promote inclusion. This session will further incorporate case studies in the 
region that illustrate how these issues play out in practice, enabling them to connect theoretical 
perspectives with lived realities.

Session plan:

The session will aim to cover questions such as:

What do we mean by meaningful access? 
What are the regulatory and policy frameworks that shape internet connectivity in 
Southeast Asia? What are the gaps?
What are the challenges to digital inclusion (including the gender digital divide and the 
importance of an intersectional approach)?
What are some initiatives or models that could be useful to address issues of access and 
inclusion (community networks, universal access funds etc.)?

*Reading materials are hyperlinked, please click the text to access

APC - Seeding change: A new framework to address the digital divide in Asia
AfterAccess: ICT access and use in Asia and the Global South
Gender and Digital Access Gaps and Barriers in Asia: But What About After Access?

Day 1 Session 2: Access and
inclusion

Reading Materials:

�� Presentation Slide

https://www.apc.org/en/blog/seeding-change-new-framework-address-digital-divide-asia-0
https://lirneasia.net/wp-content/uploads/2018/10/LIRNEasia-AfterAccess-Asia-Report.pdf
https://www.unwomen.org/sites/default/files/2022-12/EP.2_Helani Galpaya.pdf
https://drive.google.com/file/d/1zWsrOK_VCckLvM5x_aGhIDX1JVsZRj4R/view?usp=drivesdk


Time: 7:00 UTC - 8:00 UTC

Objective: Participants will come together in this session to engage with these themes of digital 
rights: access, freedom of expression, and privacy. Using relevant case studies, they will be tasked 
through breakout groups with 1) analysing the issues and 2) designing advocacy strategies 
targeting actors such as governments, the public, or platforms. Conducted as a group activity, the 
session allows participants to work on a case study collaboratively with a small group of peers.

Group 1 - Case Study on Access and Inclusion

Participants: Cho (facilitator), Mus, Mab, Bram, Jessie

Group 2 - Case Study on Freedom of Expression

Participants: Zana (facilitator), Sangeetha, Jose, Yasmeen, Zia

Group 3 - Case Study on Privacy and Surveillance

Participants: Pavitra (facilitator), Ignatia, Awi, Muhammad Fawaz

 

Day 1 Session 3: Group
exercise briefing

Exercise sheets

https://docs.google.com/document/d/1m5AgJkd5K_KDm5XjQzApqTvsxImVZ-JE68JQ4brIm0Q/edit?tab=t.0#heading=h.wlyqowewz5ab
https://docs.google.com/document/d/17UTkkpvbtrD3NImZQRL5toUGMNHcScCpo2PawD0B26k/edit?tab=t.0#heading=h.j21p87sw9eo0
https://docs.google.com/document/d/1VpYONs-9du-8QIBnbQTxhz_9JCUw12AEeelZm7ILw_I/edit?tab=t.0#heading=h.j21p87sw9eo0


Time: 3:00 UTC - 4:30 UTC

Objective: This session is aimed at exploring the laws protecting freedom of expression across 
the Southeast Asian region, while also examining the restrictions placed on this right within 
different legal systems. Participants will look closely at laws addressing hate speech, sedition, 
blasphemy, and defamation in their regional contexts. The session will further provide a brief 
historical overview of these laws and restrictions, tracing how they continue to surface in both 
offline and online spaces today.

Session plan:

The session will aim to cover questions such as:

What are the provisions that cover freedom of expression in international human rights 
law and national legislation in Southeast Asia?
What does international law say on conditions for restrictions on freedom of expression, 
and how does it compare to the kinds of restrictions we see in Southeast Asia (hate 
speech, sedition, blasphemy, defamation and mis/disinformation etc.)?
What kinds of laws are being passed in Southeast Asia in relation to freedom of 
expression online? How does this differ from how freedom of expression is regulated 
offline?
What is the role of platforms with respect to freedom of expression online? What impact 
does the current policy approach towards platforms in Southeast Asia have on freedom of 
expression online? What needs to change?

*Reading materials are hyperlinked, please click the text to access

Day 2 Session 1: Freedom
of expression

Reading Materials:



Global Information Society Watch 2017 special edition: Unshackling expression - A study 
on laws criminalising expression online in Asia
Unshackling Expression: The Philippines Report
Virtual Verdicts: A study on the criminalisation of online expression in Sri Lanka
Unshackling Expression: The Nepal Report
Freedom on the Net 2025

�� Presentation Slide

https://www.apc.org/en/pubs/global-information-society-watch-2017-special-edition-unshackling-expression-study-laws
https://www.apc.org/en/pubs/unshackling-expression-philippines-report
https://www.apc.org/en/pubs/virtual-verdicts-study-criminalisation-online-expression-sri-lanka
https://www.apc.org/en/news/nepals-laws-too-vague-protect-freedom-expression-online-says-new-cyrilla-report
https://freedomhouse.org/sites/default/files/2025-11/Freedom_on_the_Net_2025_Digital.pdf
https://drive.google.com/file/d/1IiBTocWr8ntQihBnoUhvIApvbrCS6hRl/view?usp=drive_link


Time: 5:00 UTC - 6:30 UTC

Objective: In this session, participants will learn to examine the different facets of privacy in the 
digital age and the regulations designed to protect these rights. They will investigate the impact of 
emerging technologies on privacy by considering the various forms of surveillance currently 
deployed in society alongside the enabling legal frameworks. This session will further focus on the 
rise of surveillance-related policies and their implications for the protection and promotion of 
digital rights.

Session plan:

The session will aim to cover questions such as:

What is privacy in the digital age and why is it important?
What are the ways in which the internet and other digital technologies are being used to 
infringe privacy and engage in surveillance?
What are the legal and regulatory frameworks in Southeast Asia that protect privacy, 
including data protection laws? What are the challenges and gaps?
What are the ways in which legal frameworks in Southeast Asia are being used to enable 
surveillance?
What is the impact of such policies on freedom of expression, assembly and association 
and other rights, especially for marginalised groups?

*Reading materials are hyperlinked, please click the text to access

The misuse of Personal data protection laws across the Asia-Pacific
Data Privacy and Data Protection – South and South East Asia
A critique of consent in Information Privacy
A Contextual Approach to Privacy Online

Day 2 Session 2: Privacy,
surveillance and data
protection

Reading Materials:

https://www.apc.org/en/news/personal-data-protection-laws-across-asia-pacific-are-now-regularly-misused-aid-tyranny#:~:text=At the APrIGF session, Deborah,the interests it ultimately serves.&text=Shalom Gauri (she/her),fiction and anti-capitalist imagination.
https://www.mediadefence.org/resource-hub/data-privacy-protection-south-southeast-asia/?tztc=1
https://cis-india.org/internet-governance/blog/a-critique-of-consent-in-information-privacy
https://www.amacad.org/publication/contextual-approach-privacy-online


 

�� Presentation Slide

https://drive.google.com/file/d/1KQQ8TJejSeI1vpQhQq6GOLajPcz0XiOs/view?usp=drive_link


Time: 7:00 UTC - 8:00 UTC

Objective: This session provides an opportunity for participants to continue their group work and 
reflect on the case studies from their own experiences, through challenges they have encountered 
in their work and approaches they have employed. They will also engage in a feedback process 
with facilitators, allowing them to refine their approaches through this exchange.

Group 1 - Case Study on Access and Inclusion

Participants: Cho (facilitator), Mus, Mab, Bram, Jessie

Group 2 - Case Study on Freedom of Expression

Participants: Zana (facilitator), Sangeetha, Jose, Yasmeen, Zia, Trang

Group 3 - Case Study on Privacy and Surveillance

Participants: Pavitra (facilitator), Ignatia, Awi, Muhammad Fawaz, Kasthury

Day 2 Session 3: Group
work check-in

Exercise sheets

https://docs.google.com/document/d/1m5AgJkd5K_KDm5XjQzApqTvsxImVZ-JE68JQ4brIm0Q/edit?tab=t.0#heading=h.wlyqowewz5ab
https://docs.google.com/document/d/17UTkkpvbtrD3NImZQRL5toUGMNHcScCpo2PawD0B26k/edit?tab=t.0#heading=h.j21p87sw9eo0
https://docs.google.com/document/d/1VpYONs-9du-8QIBnbQTxhz_9JCUw12AEeelZm7ILw_I/edit?tab=t.0#heading=h.j21p87sw9eo0


Time: 3:00 UTC - 4:30 UTC

Objective: This session invites participants to examine the differentiated impacts of ICT policies 
on vulnerable groups, with particular attention to the special provisions that seek to protect 
gender and other marginalised communities in digital spaces. It also encouraged reflection on how 
vulnerable groups participate in policymaking processes and how rights-based, inclusive strategies 
can strengthen equity in the ICT environment.

Session plan:

The session will aim to cover questions such as:

How do issues such as access, safety, and participation in digital spaces vary across 
gender, class, ethnicity, disability, sexuality, and other identities in the context of 
Southeast Asia? 
What are the regulatory frameworks and policies at the international and national level in 
Southeast Asia that aim to safeguard vulnerable groups? How effective are they in 
practice? 
What are the challenges and gaps in the current approach to ICT policy-making in the 
region with respect to the protection of vulnerable groups?
What are some strategies to ensure that ICT policy making includes a feminist, 
intersectional, rights-based approach?

*Reading materials are hyperlinked, please click the text to access

Access denied: Gender digital divide as a form of violence in South and Southeast Asia
UN Women, Online and ICT -facilitated violence against women and girls during COVID-19
Statistics of Vulnerable groups and the digital divides in Asia and Pacific: Social 
development division ESCAP, 2020
A framework for developing gender-responsive cybersecurity policy

Day 3 Session 1: Gender
and vulnerable groups

Reading Materials:

�� Presentation Slide

https://www.apc.org/en/blog/access-denied-gender-digital-divide-form-violence-south-and-southeast-asia
ttps://www.unwomen.org/sites/default/files/Headquarters/Attachments/Sections/Library/Publications/2020/Brief-Online-and-ICT-facilitated-violence-against-women-and-girls-during-COVID-19-en.pdf
https://www.unescap.org/sites/default/files/Channarith and Channe_Digital Divide and vulnerable groups_202000804 -final.pdf
https://www.unescap.org/sites/default/files/Channarith and Channe_Digital Divide and vulnerable groups_202000804 -final.pdf
https://www.apc.org/en/pubs/framework-developing-gender-responsive-cybersecurity-policy
https://drive.google.com/file/d/1GhlmUfz4xXHeCIaXZrC0c3jGvuuYRVtO/view?usp=drive_link


Time: 5:00 UTC - 5:45 UTC

Objective: During this collaborative block, participants will work in their breakout groups to refine 
their advocacy strategies by integrating insights from earlier sessions. Facilitators will offer 
guidance and feedback to help participants consolidate their approaches and strengthen their 
overall outcomes.

Day 3 Session 2: Group
work session



Time: 6:00 UTC - 7:30 UTC

Objective: In this concluding session, participants present the outcomes of their group work and 
reflect on the lessons learned throughout the program. Each group will deliver a presentation, 
followed by feedback and questions from the facilitation team and peers. The session will also 
include a collective reflection on commonalities and differences across regions and countries. 

Day 3 Session 3: Final
presentation and closing


