
Privacy and data protection have been recognised as two of the most important human rights in 
the digital age. Recent technological advances have changed the manner in which individuals 
interact with such a complex ecosystem. Nation states have launched mass surveillance programs 
that have unprecedented capability of recording information about citizens’ communication and 
activity. 

The objective of this unit is to summarise regulations pertaining to privacy, surveillance and data 
protection used to govern different aspects of the internet and online experience. This unit will 
identify the different facets of an individual’s privacy that are impacted in the digital age and map 
regulations that are intended to protect those rights. It will examine the impact of emerging 
technologies on decisional privacy by analysing the different forms of surveillance currently 
deployed in society and the legal frameworks enabling them. Since the increasing use of personal 
data in the ICT space warrants a closer look at the data protection legislations, we will look at the 
current level of protection offered by legislations and examine if they have been adapted to 
address the informational privacy harms arising out of the technological changes. 

Key points of discussion on privacy and surveillance:

What is privacy and what is the international law position on it?
Privacy protection in constitution and other laws in Southeast Asia
What are the key concerns on privacy in the region?
What are the key issues with surveillance and laws that regulate it?

Key points of discussion on data protection:
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What is data protection?
What are the key legal concepts around data protection?
Do data protection laws in southeast Asia sufficiently protect individuals?
What are the gaps that need to be addressed in data protection laws in the region?

Session exercise:

This session will have four breakout groups of 6 participants each, with two groups working on the 
same exercise. 

Exercise 4A: Groups 1 & 2: Data protection law analysis

The groups will be made of persons from different countries, and each group will assume the role 
of law-makers! The groups will talk about the ideal components of a data protection legislation in 
their countries and come back with a list of things they will include and a list of things they will 
avoid in a data protection law. 

Group 1 Exercise Sheet 

Group 2 Exercise Sheet 

Exercise 4B: Groups 3 & 4: Surveillance law analysis 

The groups will be made of persons from different countries, and each group will assume the role 
of law-makers! The groups will talk about the ideal components of a surveillance regulation or 
legislation in their countries and come back with a list of things they will include and a list of things 
they will avoid in a surveillance law.

Group 3 Exercise Sheet 

Group 4 Exercise Sheet 

Reference materials:

1. Table 3 - Laws and regulations governing the ICT ecosystem in Southeast Asian countries
2. Table 4 - Resources and databases on ICT and jurisprudence 
3. Table 5 - International human rights law landscape
4. Table 2 - Constitutional guarantees 

Suggested readings:

1. Graham Greenleaf, Global Data Privacy Laws 2021: Despite COVID Delays, 145 Laws 
shows GDPR Dominance

https://docs.google.com/document/d/1-aW4Gtejif4azNm4oSud2U21qhKG_RrXNfc36Kd7BJM/edit?usp=sharing
https://docs.google.com/document/d/1sOu5Jm0H2PDgL78ksazfJkTzFqdI0BMUzFov9487UXs/edit?usp=sharing
https://docs.google.com/document/d/1eCysE5S6D924qv3OtwekW4MJ4MhuY57Myxoz-9o1Kns/edit?usp=sharing
https://docs.google.com/document/d/1jsx36kFwBGkkGr4O9XnUlNpE8_ju6N-XSHSyMtcZUK4/edit?usp=sharing
https://docs.google.com/document/d/1Pivtynw6vPSwVqBPnPdyT9eRqQms9fW-/edit?usp=sharing&ouid=111834739200519068038&rtpof=true&sd=true
https://docs.google.com/document/d/1CQvnUP4LNC82hUVYEuu4ltPOZYTOeiZl/edit?usp=sharing&ouid=106881319918897953760&rtpof=true&sd=true
https://docs.google.com/document/d/1CohdOAospihMdwrJ7LwY1kSTl6okJsUw/edit?usp=sharing&ouid=111834739200519068038&rtpof=true&sd=true
https://docs.google.com/document/d/1pGm8N8X53_Hw-zZzYsDR-Y0X-kxe4GCy/edit?usp=sharing&ouid=111834739200519068038&rtpof=true&sd=true
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3836348
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3836348


2. Shoshana Zuboff, Surveillance, capitalism, VPRO Documentary
3. General Data Protection Regulation
4. OECD Guidelines Governing the Protection of Privacy and Transborder Flows of Personal 

Data 

Additional readings:

1. APEC Privacy Framework
2. The Fair Information Practice Principles 
3. The failure of Fair Information Practice Principles
4. Incompatible: The GDPR in the Age of Big Data 
5. A critique of consent in Information Privacy 
6. A Contextual Approach to Privacy Online 

�� Session Presentation 

�� Read Day 2 Summary Here
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https://www.youtube.com/watch?v=hIXhnWUmMvw
https://gdpr.eu/what-is-gdpr/
http://www.oecd.org/digital/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
https://www.apec.org/Publications/2005/12/APEC-Privacy-Framework
https://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf
https://www.hunton.com/images/content/3/7/v2/3754/Failure_of_Fair_Information_Practice_Principles.pdf
https://scholarship.shu.edu/cgi/viewcontent.cgi?referer=https://scholar.google.co.in/&httpsredir=1&article=1606&context=shlr
https://cis-india.org/internet-governance/blog/a-critique-of-consent-in-information-privacy
https://www.amacad.org/publication/contextual-approach-privacy-online
https://drive.google.com/file/d/1cPH7XJbfayCHhJtJ0Z-iw0LpOCQadnTc/view?usp=sharing
https://docs.google.com/document/d/1YpITJwmCt6Hv33YRZfY7tseLROkVk5f3sLbCUzNIcMs/edit

